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STATEMENT OF PROCEDURE
The purpose of this procedure is to define the requirements governing personnel and vehicular access to the Ineos Complex and its buildings.  The contents of this procedure meets all requirements of the Ineos 20 Principles for Behavioral Safety and Process Safety Management as detailed in SOSO I-A-01.06.

The implementation of these procedures will assure:

a.
Security searches in accordance with the site’s Facility Security Plan.

b.
Interference with plant operations will be minimized by ensuring controlled access to the plant, employees, contractor personnel, and visitors.

c.
Only authorized persons are permitted access to plant equipment, buildings, personnel, and information.

d.
Minimize pilferage of materials, tools, and information.
1.
Plant Access Controls

Access to the plant is controlled by the use of color coded I.D. Badges.  All conditions of SOSO I-H-11.00 “Security ID Badges” must be followed.

A.
Pedestrian Plant Access

Vendors and Visitors

a.
Required to register at the main guard gate.
b.
All visitors wishing to enter the fenced area of the plant must have a valid Transportation Worker Identification Credential (TWIC) on their person or retrievable within 10 minutes.  The TWIC must be presented to Security prior to initial entry.  Non-TWIC holders must receive approval to entry from the plant Facility Security Officer or designee and must be escorted 100% of the time they are in the fenced area of the plant.
c.
Required to wear and display valid ID badge.
d.
Required to view safety video unless staying out of Marsec area.
e.
Required to be escorted inside operating unit.
f.
Required to check out at main gate when leaving (even if leaving for lunch).
g.
At MARSEC level 2 and above, Visitors will not be given turnstile access. All visitors wishing to enter the fenced area of the plant will have to enter and exit through the Main Guard gate.

Green Lake Complex Employees

a.
Required to wear and display valid ID badge.
b.
Must present valid TWIC within 10 minutes when requested to do so.

In-House Contract Personnel

a.
Required to wear and display valid ID badge.
b.
Must present valid TWIC within 10 minutes when requested to do so.

Outside Contract Personnel

a.
Required to register at the main guard gate.
b.
Must present valid TWIC within 10 minutes when requested to do so.
c.
Required to wear and display valid ID badge.
d.
Required safety training card.
· Card must be “on person” at all times.
· Safety training card date must be valid.
· Card should contain Basic Plus and Ineos site specific training with the permitting module.
e.
Required to be listed on Approved Contractor List.

· If the company does not appear on the Approved Contractor List, Security Manager must be notified.
NOTE:  Only Ineos Safety Specialist, SHE Manager or Site Director or their designee can approve Outside Contractor Personnel deviations from requirements.
B.
Vehicular Plant Access
Access to the plant by personal vehicle is restricted as outlined in this procedure.

Vehicle access to the plant is controlled and all conditions of SOSO I-D-14.00 (Vehicular Transportation) must be followed.

Seat Belts are required to be worn by all occupants of vehicles in the plant.

Ineos Employee Personal Vehicles Access

Only designated Ineos employees will be allowed to park their personal vehicles in the plant.  All employees must park in the parking lots outside the main gate fence.  All employees must card in and out through the turnstile.  Employees with special medical conditions requiring them to drive into the plant will be allowed with written approval (See Attachment “A”) submitted to security signed by the Safety Specialist and Site Director.
Contractors / Visitors Personal Vehicle Access

Contractor Employees and Visitors will not be allowed to drive their personal or contractor company vehicles in the plant unless the vehicle is essential to their job function.  Each contract company is allowed two (2) vehicles in the plant.  If more vehicles are required, the Ineos Job Representative must submit via email a vehicle plan to Security at g glk security.  This must be done 24 hours prior to the need.  All other contractor employees and visitors must park in the parking lots outside the main gate fence.  All contractor employees and visitors must card in and out through the turnstiles.
Contractor employees with special medical conditions requiring them to drive into the plant will be allowed with written approval submitted to security from Ineos contact and the medical department.  (See Attachment “A”).
All vehicles approved to enter the plant must meet the following requirements.

a.
Required to meet all requirements for pedestrian access.
b.
All traffic signs must be obeyed and the driver must drive defensively.  The plant speed limit is 20 MPH, except where other speeds are posted.

c.
Drivers must be especially watchful for pedestrians, bicycles, and emergency vehicle traffic.  (By Federal and State Law pedestrian traffic and emergency vehicles have the right of way).

d.
Passengers not having official business must remain in the security building.

e.
Vehicles are subject to search before plant entry and exit.  All vehicles must be searchable.
f.
Visitors are to park their vehicles in the established parking lots.  Parking along street curbs, in driveways, etc. is forbidden.

g.
Should a plant alarm sound, drivers should immediately pull to the side, stop their vehicle, turn off the ignition, and move upwind (leave keys in ignition) on foot.

h.
Should have a business purpose for driving in.
Prohibiting Vehicles Entrance

Vehicle operators with proper identification and approved access are not automatically cleared for entrance.  If an unsafe condition or operational problem exists with a motor vehicle, Security may prohibit the vehicle from entering based on the safety and welfare of the plant.  Such situations are to be reported to the Security Manager.

Vehicle Entrance to Electronic Controlled Gates

Deepwell & STP

Production personnel assigned to this area will have remote gate operators.  They open the gate by pushing the appropriate remote button and likewise to close it.
All other vehicles wishing to access these areas must call the Production Control Room by phone, page talk, or radio.  The board operator will push the button (HS- 91632 Deepwell or HS- 95001 STP) to allow access.  The gate will automatically close if it stays in the open position longer than 60 seconds.  This gate is not to be left open.  Emergency egress can be accomplished by releasing the drive clutch located on the right side of the unit.

Plant emergency vehicles will be equipped with remote operators for these gates.

Barge Dock Gate
Access to the Barge Dock is controlled by the badge readers at the gate.  Personnel authorized to be in the area have badges coded to activate the gate.  Other personnel needing access must contact the Main Guard by phone, page talk, or radio.  The guards will open the gate to allow access.  The gate will automatically close if it stays in the open position longer than 60 seconds.  This gate is not to be left open.  Emergency egress can be accomplished by releasing the drive clutch.
C.
Alcohol and Drugs
Drinking or possessions of alcoholic beverages or controlled drugs and/or substances is forbidden on plant property.  Hereafter, controlled drugs and/or substances will be referred to as drugs.

a.
Entrance into the plant is to be refused to any person who appears to be under the influence of alcohol and/or drugs.  It is important to realize that an individual may show signs of behavior commonly demonstrated by alcohol or drugs, but in fact, the behavior is the result of an illness, accident, or exposure to hazardous chemicals.  Notify the following personnel of any incident of suspected use of alcohol or drugs.

1.
Human Resources for Ineos Personnel
2.
Safety Specialist – for Contractor Personnel
3.
The on-duty Shift Manager.

D.
Firearms and Weapons
Except for on duty agents of the Federal, State, County law enforcement, Texas Parks and Wildlife, Hubbard, and Robinson Ranch employees, firearms or weapons are forbidden on plant site.  Persons possessing a firearm will be instructed to leave Green Lake Complex property.  Refusal to leave the plant or persons becoming irate and abusive will be reported to their supervisor.  In the case of an outside contractor or service representative, local law enforcement will be notified and the individual may be banned from the plant.

E.
Camera, Mobile Phones, Electronic Devices
Reference SOSO I-D-02.05 for guidance on electronic devices.
2.
Main Gate House (Security Office – Post #1)
This post will be staffed continuously by a minimum of one (1) uniformed security officer or plant personnel approved by the site FSO.  This post will be the office location for the Security Captain.

The Security Officer will:

a.
Monitor all inbound and outbound pedestrian and vehicular traffic that enters/exits the plant.  This includes Green Lake Complex, contract personnel, subcontractors’ employees, and outside vendor representatives.

b.
Issue employee and visitor access badges.

c.
Make patrols of surrounding area including cafeteria, locker rooms, etc.

d.
Inspect lunch pails, boxes, vehicles, etc.  He/she will be responsible for maintaining security along the plant fence lines.

Unauthorized Personnel in Guard Houses

Unauthorized persons are not allowed behind the security counter at the Security Office or Station.  The only personnel allowed under normal circumstances are uniformed security officers, Ineos FSO, or their designee, plant personnel assigned temporary security duties, and Contractor Security management personnel.  Maintenance personnel are permitted, providing they have the need to perform work in this area.  This applies to all Green Lake Complex company and contract personnel.

a.
If someone needs to use the rest room the decision will be left to security supervision.  Security supervision will be held responsible for actions of individuals behind the counter.

b.
Unauthorized personnel are not allowed behind the counter area.  Any time an incident of this nature occurs, a security incident report is to be submitted.

3.
Building Security

The Security Officers will maintain security to guard against theft of company property, documents, tools, etc.  Responsibilities also include fire surveillance for the following:

a.
Administration Building 101

b.
Cafeteria/Training Building 102

c.
Employee/Contractor Locker Building 103

d.
Fitness Center Building 103B

e.
Dispensary/Safety/Fire Truck Building 105

f.
Laboratory Building 106A

g.
Production/Distribution Building 106B

h.
Maintenance Building/Warehouse 104

i.
Exterior Building Security Nights Lights

j.
Controlled Parking Lots

4.
Building 101, 102, 103 and Fitness Center access

a.
Access to buildings 101, 102, 103, and Fitness Center is by use of the Access Card System.  This system is in operation 24 hours a day.  Other than normal business hours, employees need to advise the Security Officers of their presence in these buildings.

b.
Access Badges are issued by the Security Department.
c.
Access Badges to the Fitness Center are issued only with approval from the Ineos Safety Specialist or designee.  When approval is given to Security, the card will be activated for access.

d.
Temporary access can be given by Security for Maintenance work on the Fitness Center.

e.
Tool room access is granted by Plant Service Manager or his designee.

f.
Stores access is granted by Procurement.  Personnel with Stores access can escort non-approved personnel.  The escort will be responsible for ensuring the non-approved person adheres to Stores policy.  The guards can provide escort to non-approved personnel.  They will log who they let in, date and time. 

g.
Access to the Drum Storage Building will be by SHE Personnel only.  Off-hour access based on need, can be allowed by escort of the Site Security Guards.  Materials taken will be logged accompanied by date and individual receiving item.  A log sheet will be in the building for this use.
h.
The Emergency Release Switches located next to the card readers can be utilized if the Access Card System fails, and exiting the building is not achievable by the push buttons or the card readers.  After using this Emergency Release, notify the Security Department so the system can be reset.  The door will not re-lock until the system is reset.  It is important for your security that these doors remain locked at all times.

5.
Vehicle Search Procedure

All contractors and vendor vehicles are to be searched when entering or leaving the plant site.  Green Lake Complex employee vehicles entering or leaving the plant are subject to search.  Green Lake Complex management requests for vehicle searches will be honored promptly.  All vehicles, trailers, etc., must be searchable.  Locked compartments must be opened.  If Security cannot properly search a vehicle, then entry will be denied.  Security cannot and will not open doors, trunks, glove compartment, toolboxes, etc.  Proper procedure is to stop the vehicle and inform the driver that his/her vehicle must be searched.

a.
The driver may be required to step out and open the glove compartment, the trunk, any toolboxes, etc.

b.
Security will check on floorboards, under seats, in glove compartments, in consoles, and in trunk.  In trucks, they will look behind the seat, and truck utility racks.

c.
Security will “log” all vehicles searched on the Search Log sheet.

All equipment/vehicles/trailers, etc. coming through the guard gate must be searchable.  Under certain circumstances gang boxes, trailers or other equipment may need to be locked in advance because it will be taken out at a later date.

Prior to locking the equipment, an Ineos employee must take a blank Gate Pass(es) to Security.  Security will issue a yellow security seal(s) and note the unique number on the Gate Pass.  The Ineos employee will inventory the equipment with the contractor and complete the Gate Pass.  They will then place the security seal(s) on the equipment.  When the equipment comes through Security, they will verify the seal identification number against the Gate Pass.  If there is any sign that the seal has been tampered with, Security will void the Gate Pass.  Security must account for all security seals they issue to Ineos employee.
If a driver of a vehicle refuses to submit to his/her vehicle for search, THAT PERSON WILL NOT BE PERMITTED TO DRIVE INTO THE PLANT.  Refusal to be searched will be considered a violation of security procedures and will be dealt with immediately.  This may involve appropriate disciplinary action up to termination of employment.

The Security Officer will:

a.
Immediately notify his/her supervisor.

b.
Make an entry in the logbook.

c.
Initiate a security incident report.
If the vehicle is leaving the plant site, security will not open the gates to let the vehicle through until the security officer has:

a.
Notified the individual’s shift supervisor.

b.
Made an entry in the logbook.

c.
Obtained pertinent information for an incident report (i.e. time, date, license number, driver name, vehicle make, and Green Lake Complex ID, if possible.

Note:  The primary purpose for Security is to protect Green Lake Complex property and personnel from losses by theft, losses by vandalism, and prevent harm to all employees, Green Lake Complex or contract personnel.

All Green Lake Complex company and contract personnel leaving plant site with their own and/or company tools, and/or equipment, are required to have a proper gate pass form available on line in the security web page in Glicon signed by an Ineos Job Representative.  Specifically excluded from the gate pass requirement are resident Green Lake personnel on company business to the Port of Port Lavaca/Point Comfort facility.  Individuals may not sign their own gate passes.  The Security Officer will review the gate pass to verify that items removed are authorized.  After review, the Security Officer will initial, time, and date the gate pass.  If the employee wants a copy of the gate pass, they should request a copy from Security.
6.
TWIC  (TWIC Escort Acknowledgement Form on next page)
a.
TWIC holder can escort up to 5 non-TWIC holders.  The TWIC holder must sign an acknowledgement at the Main Guard Gate individually for each non-TWIC they are escorting.

b.
If escort of a non-TWIC holder is being passed to another TWIC holder, then all parties involved need to go to the Main Guard Gate.  The new TWIC holder escort will be required to sign the acknowledgement form.  TWIC escort cannot be passed off in the field.

c.
If a TWIC holder escort loses contact with their non-TWIC escortee, they need to notify Security immediately for the breach of security.

d.
TWIC renewals – When renewing your TWIC, you must present your new TWIC to the Main Guard Gate.  They will update your expiration date.  Ineos personnel must send a copy to the Training Coordinator so it can be updated in VTA.
TWIC ESCORT ACKNOWLEDGEMENT:

By signing this form below you are agreeing to provide 100% escort for a non-TWIC employee.  This requires you to keep the non-TWIC employee within visual range at all times.  You understand that if the non-TWIC employee is found without an escort, Ineos is required to notify the TSA and the US Coast Guard of a breach of security.  Ineos will provide your name and the name of your company to the authorities.  You will be subject to investigation by the TSA and/or US Coast Guard and will be held personally accountable for the breach of security.

Signature:_____________________
Date:______________

7.
Security will track all gate passes.  If a gate pass has items that are to be returned to the site, Security will track the date until the item is returned.  Security will notify the Facility Security Officer of any gate passes where the item is past due to be returned.
END OF PROCEDURE

Attachment “A”

GREEN LAKE SITE MEDICAL
AUTHORIZATION FOR EMPLOYEE DRIVE-IN PRIVILEGES











Date:  ____________

Please allow _______________________________________ Drive-In privileges.


(Employee)

Expiration Date: ______________

Safety Specialist __________________________________________________
Site Director ___________________________________________________

Attachment “B”

VISITOR PASS
Green Lake Complex
Visitors Name __________________________________________________

Company ______________________________________________________

Permission is granted to visit the following only

Name _________________________________________________________

Date ___/___/___
Time In ___:___
Time Out ___:___

______________________________________________________________

Signature of Person or Area Visited

Person being visited shall record time in and time out, return to visitor who will turn in at gate upon departure from plant.  Additional persons visited shall sign and record departure time on the back of this form.

	APPROVALS:
	DATE:

	Chris Urbanowich – SHE Mgr.
	11/02/20

	Pat Daigle – Safety Specialist
	10/30/20


LOG OF CHANGES AND REVISIONS:

	Revision#
	Date
	Mod B#
	Revision

	20
	11/03/20
	18508
	Added requirement for vehicle plan.

	
	
	
	

	
	
	
	

	
	
	
	


